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Quantum Information Processing
Goal:

Probability of success per gate: P ≈ (1 − ε)

Probability of success for n gates P n ≈ (1 − ε)n



Threshold theorem

Knill et al.; Science, 279, 342, 1998
Kitaev, Russ. Math Survey 1997
Aharonov & Ben Or, ACM press
Preskill, PRSL, 454, 257, 1998
                             ...

A quantum computation 
can be as long as required 
with any desired accuracy 
using a reasonable amount 
of resources as long as 
the noise level is below a 
threshold value

 P < 10-6,-5,-4,-3,-2,...

Significance:
-imperfections and imprecisions are not
 fundamental objections to quantum computation

-its requirements are a guide for experimentalists 
-it is a benchmark to compare different technologies

-it gives criteria for scalability



Assumptions for Accuracy Threshold Theorem

� Parallel operations

� Ability to extract entropy

� Knowledge of the noise

• No lost of qubits

• Independent or quasi independent errors

• Depolarising model

• Memory and gate errors

• . . .



Ingredients
• Quantum Error Correcting Codes:

a triplet that includes a noise model E, a subspace C
and a recovery operator R. The latter exist if

〈ij|E†
αEβ|ik〉 = δjkcαβ

• Fault tolerant procedure:
a way to forbid bad propagation
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• Concatenation



Quantum private channel
Find a quantum operation E such that ∀|Ψ〉 ∈ C∑
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Can we have a private channel with E made only of Z operators?
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We investigate the most general notion of a private quantum code, which involves the encoding of

qubits into quantum subsystems and subspaces. We contribute to the structure theory for private quantum

codes by deriving testable conditions for private quantum subsystems in terms of Kraus operators for

channels, establishing an analogue of the Knill-Laflamme conditions in this setting. For a large class of

naturally arising quantum channels, we show that private subsystems can exist even in the absence of

private subspaces. In doing so, we also discover the first examples of private subsystems that are not

complemented by operator quantum error correcting codes, implying that the complementarity of private

codes and quantum error correcting codes fails for the general notion of private quantum subsystems.

DOI: 10.1103/PhysRevLett.111.030502 PACS numbers: 03.67.Hk, 03.67.Dd, 03.67.Pp

Introduction and background.—The most essential
primitive for private communication between two parties,
Alice and Bob, in classical computation is the one-time
pad. In such a scheme, the two parties share a secret key
that is unknown to an external observer Eve; this key
enables reliable communication by the parties as the mes-
sage appears to be a random mixture of input bits from
Eve’s viewpoint without the key.

Private quantum codes were initially introduced as the
quantum analogue of the classical one-time pad. The basic
setting for a ‘‘private quantum channel’’ [1,2] is as follows:
Alice and Bob share a private classical key that Alice uses
to inform Bob which of a set of unitary operators fUig she
has used to encode her quantum state: ! ! Ui!U

y
i . With

this information in hand, Bob can decode and recover the
state ! without disturbing it. The set of unitaries fUig and
the probability distribution fpig that makes up the random
key which determines the encoding unitary are shared
publicly. Thus, without further information, Eve’s descrip-
tion of the system is given by the random unitary channel
!!!" # P

ipiUi!U
y
i . By selecting certain sets of unitary

operators with appropriate coefficients, the random unitary
channel will provide Eve with no information about the
input state.

The body of work on private quantum codes now
includes a variety of other applications, with realizations
both as subspaces and subsystems of Hilbert space. Private
shared reference frames exploit private subspaces and
subsystems that also arise from the ignorance associated
with an eavesdropper’s description of a system [3,4]. The
notion of using mixed state ancilla qubits to encode infor-
mation, which can be viewed as subsystem encodings, has
also been studied in the context of quantum secret sharing
[5,6]. There, the goal is to encode information into a
globally mixed state of n qubits such that to recover the

quantum information one would need access to k qubits of
the global state, where any fewer would yield no informa-
tion regarding the initial state. Using mixed states allows
for the increase of k for a fixed n, thus solidifying the idea
that mixed state encodings increase privacy. There are also
bridges between these works and quantum error correction,
formalized by the complementarity results of Ref. [7].
Connections between the study of private quantum codes
and the theory of operator algebras have recently been
found as well [8].
In this Letter we consider the most general notion of a

private quantum code [1–3], which involves the encoding
of quantum bits into subsystems. Private quantum chan-
nels, private subspaces, and what we refer to as ‘‘operator’’
private subsystems—are captured as special cases of this
general phenomena. We consider a class of phase damping
channels throughout the presentation that highlights the
main differences between mappings on subsystems and
subspaces. Most surprisingly, we show that certain classes
of channels can only be private in the subtle subsystem
sense, thus establishing that private subsystems can exist in
the absence of private subspaces.
We also make the first significant move toward a struc-

ture theory for private quantum codes; specifically we set
out algebraic conditions that characterize privacy of a code
in terms of the Kraus operators for a given quantum
channel. This can be viewed as an analogue of the set of
Knill-Laflamme conditions [9] from quantum error correc-
tion to this setting, and indeed we discuss further connec-
tions with error correction. In particular we show that
complementarity of private and error-correcting codes fails
at the most general level, and we point out a potentially
new type of quantum error-correcting code.
We now describe our notation and nomenclature.

Given a quantum system S, with (finite-dimensional and

PRL 111, 030502 (2013) P HY S I CA L R EV I EW LE T T E R S
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Ingredients
• Quantum Error Correcting Codes:

a triplet that includes a noise model E, a subspace C
and a recovery operator R. The latter exist if
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Fault tolerant gates
Usually we think of the circcuit model: Prepare a state, com-
pute, measure

R→n (θ)0 M 0 1| | |

Other possibility is to use only generators of the Clifford group
(generated by Hadamard, Phase gate and CNOT), with state
preparation and measuremen in the computational basis:

M 0 1| |
e−iπ

2
Y

e−iπ
2
X

0|

and include the preparation of the magic state

ρ =
1

2
1l +

1
√

3
(X + Y + Z)



Transversal gates
A transversal gate (for a 1 error QEC) is on that does not prop-
agate more than one error per code block

E.g. 3 bit code C = {|000〉, |111〉}, encoded NOT and CNOT gates:

Ψ
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Bad Good

Transversal have good error propagation properties.

Theorem
There exists no quantum error correcting code that exhibits a
set of universal transversal gates.

B. Eastin, and E. Knill, Phys. Rev. Lett. 102, 110502 (2009)
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Good propagation without Transversal gates?

Answer yes! Concatenate two codes

•C1= [[7,1,3]], 7-qubit code
This code has transversal gates {H, S, CNOT}

remember S =

(
eiπ/4 0

0 e−iπ/4

)

•C2= [15,1,3]], 15-qubit Reed-Muller code
This code has transversal gates {T, CNOT}

remember T =

(
eiπ/8 0

0 e−iπ/8

)

And the set {H, S, T, CNOT} is universal



Good propagation without Transversal gates?

Both codes being CSS quantum codes allows
for the following:

� Globally transversal CNOT gates

� Globally transversal Pauli gates

� Transversal syndrome measurements of the log-
ical X and Z stabilizers

� Transversal application of error correction post-
processing



Encoded Hadamard gate

/
C2 H15 QEC2

Q
E
C

1

/
C2 H15 QEC2

/
C2 H15 QEC2

/
C2 H15 QEC2

/
C2 H15 QEC2

/
C2 H15 QEC2

/
C2 H15 QEC2

Non-transversal H15 gates can propagate errors, however transver-
sality in C1 allows for such propagation



Encoded T gate

/
C2 • • QEC2

/
C2 GFED@ABC • • GFED@ABC QEC2

/
C2 QEC2

/
C2 QEC2

/
C2 QEC2

/
C2 QEC2

/
C2 GFED@ABC T15

GFED@ABC QEC2

All logical gates in C2 are transversal. Any single qubit error will
propagate to a correctable error in the concatenated quantum
code.

T. Jochym-O’Connor, R. Laflamme; arXiv:1309.3310 to appear in PRL



Conclusion

• Quantum error correction

◦ allows to make quantum information robust

◦ allows new modalities/implementations e.g. LOQC

◦ what about adiabatic quantum computing?

◦ needs experimental implementation...

• Ideas can be used to hide information
(private quantum subsystems)

• New construction that use encoded gates with good
propagation

◦ What is the fault-tolerance threshold for such a scheme?

◦ Does there exist examples with fewer numbers of qubits?

◦ Finding examples of concatenated codes protecting against
multiple errors fault-tolerantly
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